ANNEX 3-12 CYBERSPACE OPERATIONS

AUTHORITIES AND LEGAL / LAW ENFORCEMENT
CONSIDERATIONS AND CONSTRAINTS

Last Updated: 30 November 2011

Command, control, and organization of Air Force cyberspace forces are designed with
inherent flexibility and versatility. These characteristics ensure Air Force cyberspace
mission accomplishment across the range of military operations (ROMO).

Legal considerations and international legal obligations apply to the employment of
cyberspace capabilities. International law, domestic law and policy decisions, the law of
armed conflict, and rules of engagement establish the legal framework within which
operational activities are evaluated.

In certain situations, law enforcement authorities may be the driving forces for certain
actions in military cyberspace operations. In these situations, law enforcement
organizations (e.g., the Air Force Office of Special Investigation and Federal Bureau of
Investigation) do three things: 1) make cases against criminals who represent a threat
via cyberspace; 2) apprehend cyberspace criminals; and 3) preserve evidence of a
cyberspace crime. The authority of cyberspace law enforcement agencies is driven by
jurisdiction.

Mutually beneficial national interests govern coalition cyberspace force involvement.
Coalition forces are integrated as needed and are tailored to each situation or operation
based on the national interests of both the US and partner nations. The level of
coalition integration is directly influenced by the partnerships or agreements made with
the partner nation involved.

Across the ROMO, cyberspace forces may at one moment be operating under
authorities flowing from provisions of Title 10, U.S.C., Armed Forces, and another under
Title 50, U.S.C., War and National Defense. In addition, Air National Guard (ANG)
cyberspace forces may be training under Title 32, U.S.C., National Guard. Guardsmen
in Title 32 status may train for Title 10 missions but may not execute them. The rules
for operating under these different titles of US law are very different and the authority to
transition from one to another may be held at a very high level, even that of the
President, although the individual conducting the operation and his/her immediate
supervisors may be tactical-level “operators.” It is important that individuals be clearly



https://doctrine.af.mil/download.jsp?filename=1-04-D06-LEGAL-Staff-Judge-Advoc.pdf
https://doctrine.af.mil/download.jsp?filename=1-04-D06-LEGAL-Staff-Judge-Advoc.pdf
https://doctrine.af.mil/download.jsp?filename=1-04-D12-LEGAL-ROE.pdf
http://uscode.house.gov/download/title_10.shtml
http://uscode.house.gov/download/title_50.shtml
http://uscode.house.gov/download/title_32.shtml
https://doctrine.af.mil/DTM/dtmcyberspaceops.htm

aware of the authority for each operation they are a part of, and the legal parameters
that implies.

The employment of forces within this varied legal landscape emphasizes the need for
clearly delineated command relationships. This is particularly true when reserve
component forces (reserve or ANG) are being utilized. The authority that may be
exercised varies with duty status and command relationships. Particular care should be
given to clearly delineating command relationships that apply during various states of
reserve component employment and training.
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